Maldocs and Threat Intelligence Tools
TyLabs is known for maldocs analysis tools since 2008. Home of QuickSand, Cryptam and PDFExaminer.
	Cryptam + PDFExaminer = QuickSand
In 2020, as a pandemic project I rewrote my older QuickSand tool from C into Python and incorporated the features of PDFExaminer into it, dropping the XOR analysis that’s become less common since the early days of document malware. QuickSand allows you to scan within the streams and embedded content of a document or PDF using Yara. QuickSand can also generate similarity hashes for the elements that make up a document, a kind of structural hash.

